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Emergency Electronic Communication Search
Phone Ping, Court Order

Senate Bill 178, also known as the California Electronic Communications Privacy Act generally
prohibits a government entity from compelling the production of or access to electronic
communication information or electronic device information, as defined, without a search
warrant, wiretap order, order for electronic reader records, or subpoena issued pursuant under
specified conditions, except for emergency situations, as defined. Senate Bill 178 specifies the
conditions under which a government entity may access electronic device information by means
of physical interaction or electronic communication with the device, such as pursuant to a search
warrant, wiretap order, or consent of the owner of the device.

Subdivision (a) of 1546.4 any person in a trial, hearing, or proceeding may move to suppress any
electronic information obtained or retained in violation of the Fourth Amendment to the United
States Constitution or of this chapter.

A government entity may access electronic device information by means of physical interaction
or electronic communication with the device only as follows:

(1) Pursuant to a warrant

(2) Pursuant to a wiretap

(3) With the specific consent of the authorized possessor of the device.

(4) With the specific consent of the owner of the device, only when the device has been
reported as lost or stolen.

(5) If the government entity, in good faith, believes that an emergency involving danger of
death or serious physical injury to any person requires access to the electronic device
information.

(6) If the government entity, in good faith, believes the device to be lost, stolen, or
abandoned, provided that the entity shall only access electronic device information in
order to attempt to identify, verify, or contact the owner or authorized possessor of the
device.

(7) Except where prohibited by state or federal law, if the device is seized from an inmate’s
possession or found in an area of a correctional facility under the jurisdiction of the
Department of Corrections and Rehabilitation where inmates have access and the device
is not in the possession of an individual and the device is not known or believed to be the
possession of an authorized visitor. Nothing in this paragraph shall be construed to
supersede or override Section 4576.



Emergency Electronic Communication Search
Phone Ping, Court Order
Page 2 of 5

If a court order is not obtained, the department is at risk of losing whatever evidence was
gained by use of the phone pings (interviews, photos, items found at the scene, et cetera).
Occurrences in which Officers or Dispatch “ping” an electronic devices location to respond
to a call, there considerations an officer must now make:

1)

2)

3)

An officer has three days to obtain a court order 1546.1(h) PC If a government entity
obtains electronic information pursuant to an emergency involving danger of death or
serious physical injury to a person, that requires access to the electronic information
without delay, the entity shall, within three days after obtaining the electronic
information, file with the appropriate court an application for a warrant or order
authorizing obtaining the electronic information or a motion seeking approval of the
emergency disclosures that shall set forth the facts giving rise to the emergency.

An officer is required to make notification to the subject whose phone was ‘pinged’ as
soon as is practical (1546.2(a) PC). Any government entity that executes a warrant, or
obtains electronic information in an emergency pursuant to Section 1546.1, shall serve
upon, or deliver to by registered or first-class mail, electronic mail, or other means
reasonably calculated to be effective, the identified targets of the warrant or emergency
request, a notice that informs the recipient that information about the recipient has been
compelled or requested, and states with reasonable specificity the nature of the
government investigation under which the information is sought. The notice shall include
a copy of the warrant or a written statement setting forth facts giving rise to the
emergency. The notice shall be provided contemporaneously with the execution of a
warrant, or, in the case of an emergency, within three days after obtaining the electronic
information.

Exception (1546.2(b)(1) PC). When a warrant is sought or electronic information is
obtained in an emergency under Section 1546.1, the government entity may submit a
request supported by a sworn affidavit for an order delaying notification and prohibiting
any party providing information from notifying any other party that information has been
sought. The court shall issue the order if the court determines that there is reason to
believe that notification may have an adverse result, but only for the period of time that
the court finds there is reason to believe that the notification may have that adverse result,
and not to exceed 90 days.
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COURT ORDER

Given that law enforcement is allowed 3 days after the fact to obtain an Emergency Electronic
Communications Search Court Order, it is not our best practice to call an on call judge for this
order during late night hours. A call to the on-call judge the next morning or following evening
is more appropriate. Contacting the on call judge should be facilitated through supervisors and
day shift officers, preferably during business hours. If evidence (in the form of statements,
photographs, physical items, or virtually anything else falling under the “evidence” description)
is collected based on the phone pings, the on call Deputy DA should be consulted while seeking
the court order.

EUPERIOR COURT OF CALIFORNIA
County of Santa Barbara

COURT ORDEER (Post Hoe)
Emergency Elactronic Commumications Search
Panal Code £1546. 1(h)
Order Ma.

The affidavit below, swom to and subsenibed before ma. has established probable cause to baheve the
followmg: When the warrantless zearch dezeribed below oceurred, the affiant was aware of the following: (1)
facts that reasonably indicated that an immediate search was neceszary o prevent death or zerious bodily mjury
to a person, and (2) facts that aztablished probable cauzs to search

[_] Order for delayed notification: For the reason(s) zat forth m the affidavit, balow, the affiant shall not ke
raquired to provide notice of the court order’s execution pursuant to Penal Code section 13446 2(2) until (1) there
1z no longer sufficiant reazon to believe that the “advarza results" crfad below will occur, or (1) tha passaze of
90 days from the date the order was executed, whichever comes first.

[[] Dizpozition of communication: information: All electrome communications imformation seized pursnant
to this court order shall be retamed i the affiant’s custedy pending fiurther court order pursuant to Penal Code
§2 1528(7), 1336,

Drate and time 1zzuad Tudge of the Supancr Court
AFFIDAVIT
Affiant’s name: . Santz Barbara Police Department

Date of warrantles:z zearch:

Electronic communications device or provider that waz searched:

Electronic communications information that was seized:

Baziz of emersency declaration: The following are the facts upon which I believed that an immediate
warrantless search was neceszary to prevent death or serious bodily njury:

Eequoest for delaved motification: Purzuant to Penal Cods § 1346 2(b)(1) I kereby raquest that notica of the
execution of the warrantless ssarch and the 1ssuance of thiz post hoco court order be delayed on grounds that
such notification weould canse the followmng “adwverse results” (if checked): [ ] Endanger the Life or physical
safety of an indrvidual. [ ] Baesult in flight from prozscution. [ ] Eesult m tampering or destruction of
evidence. [ ] Result m the mtimidating of a potential witness. [ ] Seriously jeopardize an investigation or
unduly delaving a tnal.

Wntten notice will be given upon the sigmng of thiz order pursuant to 1346.2(2) PC.

Declaration: I daclare undsr penalty of perjury that the mformation within my parsonal knowledge contained in
thiz affidavit, ineluding all incorperated documents, 1= true.

Date Affiant
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NOTIFICATION

The law requires that the phone owner / user be notified “contemporaneously” (unless a 90 delay
order is obtained). In most cases it will be most effective to provide the attached notification
form while the officer is still with the phone user (be the victim, witness, or other).

Because of the requirement that an officer provide the phone user with “a copy of the warrant or
a written statement setting forth facts giving rise to the emergency” it will usually be most
effective for officers to keep the attached notification forms on hand so that an officer can
provide this “statement” and therefore not have to locate the user again to provide notice after the
court order is obtained a day or two later.

NOTICE OF COURT ORDER

AGENCY MAME
AGENCT ADDEESS

Diear

Eecords or information concernmg vour electronic communication ( device information held the
Santa Barbara Police Department.

The facts giving rize fo the emergency are:

Thesa records wers raquasted for 2 crimimal mvestization pertaming to:

If vou wish further imformation, vou mav contact at

Date Mame of Investigator

Attachmant

Naofe: Pursuant to Penal Code & 1546.2 (a) Except as otherwise provided in this section, any
government entify that execides a warrant, or obfains elecfronic information in an emergency
purswant fo Section 1546, 1, shall serve upon, or deliver fo by registered or  firsi-class mail,
electronic mail, or other means reasonably calculated to be effective, the identified targets of
the warrant or emergency request, a nofice that informs the recipient that information about
the recipient has been compelled or requesied, and states with reasonable specificity the
nature of the government imrestigation under which the information is sought. The notice shall
includs & copy of the warrant or a writfen sfatement sefting forth facts giving rise to the
emergency. The nafice shall be provided confemporansously with the execution of 8 warmart,
or, in the case of an emargency, within three days after oblaining the electronic information.
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DELAY

The attached Emergency Electronic Communications Search Court Order includes a section for
which the judge can approve a 90-day delay. The purpose of this section is to delay notifying the
phone user that their information was used, in a situation in which this notification might harm
the investigation, endanger a witness, or something similar. At the conclusion of the 90 day
delay, the original reporting officer is responsible for providing notification to the user or owner
that the order was served, along with the written statement or copy of court order.

Eequest for delaved notification: Purzuant to Penal Code § 1546 2(b)(1) I herebv raquast that notics of the
execution of the warrantless search and the 1szuance of thiz post hoe court order be delayed on grounds that
such notification would canze the followme “adversa results™ (if checksd): [ ] Endanger the life or phvzieal
safety of an indrvidual. [ ] Besult in flight from prozscution. [_] Eesult n tampering or destruction of
evidenca. [ ] Result m the mtmidating of a potential witness. [ ] Senoushy jeopardize an mvestigation or
unduly delaving a frial

Training Bulletins are provided by the Santa Barbara Police Training Bureau for information purposes only. They
are not being considered as expressions of Departmental Policy or as General Orders, unless otherwise so stated.



